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1
Decision/action requested

Add appendix A to the skeleton and approve the proposed clause to the draft CR in [1].
2
References
 [1]
3GPP, S3-193053, "Skeleton for 5WWC"

 [2]


3GPP TS 33.501 3GPP TS 33.501: "Security architecture and procedures for 5G system"

3
Rationale

This document proposes normative text for the key derivation functions needed for trusted access keys.

This also implies that Appendix A of TS 33.501 [2] needs to be added to the skeleton for 5WWC. 

4
Detailed proposal

********START OF CHANGES********
A.X
KTIPSec and KTNAP_Root derivation function

When deriving a KTIPSec and KTNAP_Root from KTNGF the following parameters shall be used to form the input S to the KDF. 

-
FC = TBD
-
P0 = Usage type distinguisher

-
L0 = length of usage type distinguisher (i.e. 0x00 0x01)

The values for the Usage type distinguisher are defined in table A.X-1. The values 0x00 and 0x03 to 0xf0 are reserved for future use, and the values 0xf1 to 0xff are reserved for private use.

The access type distinguisher shall be set to the value for IPSec (0x01) when deriving KTIPSec. The usage type distinguisher shall be set to the value for TNAP (0x02) when deriving KTNAP_Root.  

The input key KEY shall be the 256-bit KTNGF.
Table A.X-1: Access type distinguishers

	Usage type distinguisher
	Value

	IPSec
	0x01

	TNAP
	0x02


********END OF CHANGES********
